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The FTP protocol has been around for a fairly long time, by Internet standards, and has become a
popular means to transfer files between Internet hosts. The TELNET and RSH/RLOGIN protocols have also
been around for a fairly long time, both permitting remote, interactive logins to Internet hosts.
As the Internet grew and the means to sniff network traffic became more widely available, it became
clear that the FTP, TELNET and RSH/RLOGIN protocols all had some shortcomings. Each of these
protocols sends the user's password, as well as all data, in the clear over the network wire. This leaves
that data traffic in the open and succeptible to interception by third parties.

SSH (Secure SHell) and SCP (Secure CoPy)
The SSH (Secure SHell) protocol was designed to replace the TELNET and RSH/RLOGIN protocols. SSH
permits you to interactively login to a host on the Internet over an encrypted data connection. There
are essentially two modern forms of SSH; the SSH1.5 protocol (which uses RSA keys) and the SSH2
protocol (which uses DSA). Both SSH1.5 and SSH2 are supported by SourceForge hosts.
Along with SSH came SCP (Secure CoPy), a means to copy files to and from a host over a SSHprotected connection. SCP, while not a direct replacement for FTP, does allow you to transmit files to
SourceForge hosts securely.
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SourceForge hosts securely.
More recently, a FTP-style application, SFTP, has been designed to run through a SSH-protected
connection. SFTP's interface directly matches that of normal command-line FTP clients, so should be a
fairly easy transition for those who have used FTP in the past. Not all SSH suites currently support SFTP,
though support is growing. The SourceForge shell servers do support SFTP.

Connecting to SourceForge shell servers
SourceForge provides shell services using a set of project shell servers, shell.sourceforge.net. Access to
the SourceForge shell servers is granted automatically to all SourceForge users who are actively
participating in a project hosted on SourceForge.
The SourceForge shell servers supports both SSH interactive logins, and allows you to copy files to it
using the SCP protocol. Due to the security limitations of TELNET, RLOGIN/RSH, and FTP, those protocols
are not supported for use by SourceForge developers. Should you need to sign in to the SourceForge
shell server, you MUST use SSH. Should you need to transfer files to the SourceForge shell server, you
MUST use SCP.

Recommended Software
SSH suites are available for all OS platforms which have been released in the last five years. The
software products listed in this document are by no means the only SSH suites available, however these
products are free (as in speech) and Open Source; all have been used extensively with the SourceForge
hosts and are known to work. Linux users may typically obtain OpenSSH from their Linux distribution
vendor. Users of 32-bit MS Windows platforms should look at PuTTY. MacOS users may use the MacSSH
suite.

Common Questions
Question: I can FTP to my project server. Why isn't my login accepted?
Answer: FTP is an insecure protocol. Your SourceForge sign-in will not work on the project servers. You
must use SCP to upload files to the project servers. If you have tried to use your password on the
project FTP servers, you should probably change your password now to ensure that it was not captured
by anyone (FTP sends passwords in the clear).
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Question: I can login to my project server via anonymous FTP. Why can't I upload files this way?
Answer: Anonymous project FTP services are read-only. Anonymous FTP is not secure; we do not permit
anonymous users to upload to the project servers. If you wish to upload files, you must use SCP.

Question: I can't seem to log in to my account on the SourceForge shell servers. What should I do next?
Answer: There are a number of possible things which could prevent you from logging in to your
SourceForge account. First, try again and make sure you entered your password correctly. Second,
check the SourceForge site status page to make sure there are no known problems with the SourceForge
project shell servers at this time.
If you have not yet joined an active project on SourceForge, you will not have access to the
project shell servers. Only users who are actively working on Open Source projects hosted on
SourceForge may use the shell server resources. If are working on an Open Source project and wish to
register this project on SourceForge, you may do so here (non-SSL).
Should these previous diagnostic steps fail, please login and submit a Support Request (non-SSL). Within
this support request, you should include your user ID, the name and version of your SSH client, and any
error messages you have received.
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